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ABSTRACT The purpose of the research was to assess the ICT change management requirements for building
successful systems-risk monitoring and reporting of Operational Risk Management (ORM) in SME. From the
review of literature, an instrument (closed ended questionnaire) was developed with the aim of covering the
research purpose. A minimum of N=90 respondents of an SME according to simple random sampling plan was
conducted. Multiple regression analysis was utilised to determine the percentage contribution of some of the
identified significant predictors of challenges posed by ORM solutions. The distribution revealed that only one
variable made significant percentage contribution, thus (how end users deal with implementation of ICT projects)
B =0 .447, p < 0.01. The results additionally suggested that the variable contributed approximately 88.4% of the
variations in level of challenges posed by ORM solutions. The analysis of variance also revealed that the regression
coefficients were real and did not occur by chance. The recommendation is that though SMEs are at an earlier
adopter stage, the evidence from the current study taken into consideration with the rapid pace of technology

development, suggests that SME managers must engage with the concept of the ICT operation model.
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toensure the organisation identifies and respond
properlyto IT risks (King I11 Report 2009). How-
ever, labour and cost constraints mean SME can-
not mitigate all risk. There is always some degree
of residual risk, either unidentified or known but
unmitigated. The problem is that many SME do
not understand that managing their IT risk —
from the shop floor to the boardroom — is criti-
cal to business success. The inherent risksin IT
show up in complex and subtle ways, making
ICT risk management a difficult concept to com-
municate and manage effectively (ITGI 2007;
King I11 Report 2009).

By aggregating and reporting on the impact
of security risks within IT and understanding
how these risks impact the business, profession-
als can become an integral part of the business
decision-making process and help guide the or-
ganisation to a more risk-aware culture.

Theoretical Framework:
Chaos Theory and Dynamical System

Literature review for this study was conduct-
ed for a number of reasons, first being the re-
search purpose and secondly the dominant in-
ferential analysis to reduce the degree of subjec-
tivity to a minimal extent in the organisational
context. As Figure 2 suggests, when in a chaotic
state, the impact of a variable change can be:

systems that are
(3) inherently
unstable

Fig. 2. Properties of chaotic system

(1) predicted onlyfor a very
short term

make long-term tion
« forecasting impossible: systems
typical of an research.
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This approach depicted by Figure 2 is con-
sistent with Thiétart and Forgues’ (1995) work
on Chaos Theory in information systems, nei-
ther basic idea of Chaos Theory is unsettling. In
simple terms, Chaos is order without predictabil-
ity. That is, there are systems (dynamical sys-
tems), physical and social, that are well under-
stood (in the sense that they can be fully de-
scribed by means of a finite set of conditions or
rules) and yet are fundamentally unpredictable.
Thus, chaos is not anarchy or randomness (Fig.
2).

Dynamical Systems

Considering SMEs as dynamic system is a
recent theoretical approach to the study of man-
agement of SMEs (Hubbard 2007). In its contem-
porary formulation, the theory grows directly
from advances in understanding complex and
nonlinear systems in physics and mathematics,
but it also follows a long tradition of systems
thinking in biology and psychology (Hubbard
2007). The term dynamic systems, in its most ge-
neric form, mean systems of elements that change
over time.

The more technical use, dynamical systems,
refers to a class of mathematical equations that
describe time-based systems with particular prop-
erties. The value of dynamic systems is that it
provides theoretical principles for conceptualiz-

Thus,
f chaos

1§ theory will
be used in
this study
to explore
informa-

(4) these properties

organisation
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ing, operationalizing, and formalizing these com-
plex interrelations of time, substance, and pro-
cess (Hubbard 2007). It is a meta theory in the
sense that it may be (and has been) applied to
different species, ages, domains, and grains of
analysis. But it is also a specific theory of how
humans gain knowledge from their everyday ac-
tions.

Although the terms are used in various ways
among the general public, many specialists in
risk analysis and other quantitative fields have
modeled uncertainty and risk more specifically.

Research Purpose

The purpose of the research was to assess
the ICT change management requirements for
building successful systems-risk monitoring and
reporting of ORM in SME.

RESEARCH METHODOLOGY

The view taken in this study was dualistic.
Adopting a dual view of the research design al-
lowed constructing a model, which promoted
common understanding (descriptive and infer-
ential). Thus, based on the research objectives
and data collected, the research used a positiv-
ist perspective. Additionally, a combined-mixed
design (CMD) facilitated a holistic view and
strengthens the reliability of instrument (Creswell
2007). Thus, CMD is built around testing the re-
lationships between factors influencing ORM
(see research hypotheses) (Creswell 2007). The
study was conducted in a South African based
micro finance company with a staff of 1400 mem-
bers and 90 branches nationally. The company’s
product range included unsecured loans, secured
loans, insurance, cellular and educational prod-
ucts. The products are sold through its various
channels: branches, telesale call centres and
agents.

Research Design

This research adopted a case study as well a
survey design for different purposes (see sec-
tions on case study and survey design).
Case Study Design

The study was conducted in two phases; one
phase followed a case study design, the other- a
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survey using questionnaire. The “case’ in this
study was a financial company in the Eastern
Cape. All units within this case form part of the
case (managers, implementers, directors, etc).
Building on prior research related to the impact
of information technology (I1T) and operational
risk management (ORM) in the context of SMEs,
the current research proposes that there is a re-
lationship between IT operational risk manage-
ment and performances of SMEs. The motive for
using case study was to understand the com-
plexity such of as an organisation. It extends ex-
perience or adds strength to what is already
known through previous research.

Survey Design

A survey is used to gather large scale data
from a sample of population (Creswell 2007). The
second phase of the study followed a survey of
the units to get their views on the operation of
IT risk management strategies as per the objec-
tives. The survey allowed the researcher to see
the trends in the way certain aspects of the IT
operation risk management strategies have been
implemented and ways in which it was improved.
Some of the advantages considered included:
The virtual elimination of data entry and editing
costs (Creswell 2007).

Sample size and Sampling Technique

The study was conducted at a South African
based micro finance company with a staff of
about 1400 members and 90 branches nationally.

From the review of literature, an instrument
(closed ended questionnaire) was developed
with the aim of covering the research purpose.
In terms of sample size calculation, Tabachnick
and Fidel (2001: 117) recommend a formula for
calculating sample size requirements, taking into
account the number of independent variables
that a researcher wishes to use; Ne” 50 + 8m(m=
number of independent variables). Due to the
hypotheses posed questionnaires were sent to
a minimum of N= 90 respondents! of the SME
according to simple random sampling plan.

Data Analysis and Interpretation
The questionnaires received were analysed

using SPSS for correlation and multiple regres-
sion analysis to predict ORM in SME. In line
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with the principles of multivariate data analysis,
the researchers conducted a zero-order correla-
tion of the independent and dependent variables.
The correlation provided directional support for
predicted relationship and showed that collinear-
ityamong the independent variables is sufficient-
ly low so as not to affect the stability of regres-
sion analysis. This also included the test of var-
ious assumptions? such as, normality, multicol-
linearity.

During the analysis, ICT operational risk de-
composed into a number of sub risks using busi-
ness lines and risk categories defined by the in-
stitution. In each subsection ORM ICT, data was
collected and robust estimation techniques as
indicated were used.

Multivariate Regression

Generally, multivariate regression explains the
relationship between multiple independent or
multiple predictor variables and one dependent
or criterion variable. In multiple regressions, a
dependent variable is modeled as a function of
several independent variables with correspond-
ing multiple regression coefficients, along with
the constant term (Tabachnick and Fidell 2007).
Multiple regression requires two or more predic-
tor variables, and this iswhy it is called multiple
regression (Tabachnick and Fidell 2007). The
multiple regression equation explained above
takes the following form:

y=bx +bx,+...+bx +c. ... @

In the multivariate case, when there is more
than one independent variable, the regression
line cannot be visualised in the two dimensional
space, but can be computed just as easily. It could
construct a linear equation containing all those
variables. In general then, multiple regression
procedures will estimate a linear equation of the
form:

Y=a+b X +b, X +..+b X ......... ... 2

Here, b’s (i=1, 2...n) are the regression coef-
ficients, which in multiple regression represents
the value at which the criterion variable changes
when the predictor variable changes.

For the purpose of the current study, there
are certain terminologies in multiple regression
that help in understanding multiple regression
(Tabachnick and Fidell 2007). These terminolo-
gies are as follows.

The beta value in multiple regression was
used in measuring how effectively the predictor
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variable influences the criterion variable (Tabach-
nick and Fidell 2007). In multiple regression it is
measured in terms of standard deviation (Tabach-
nick and Fidell 2007).

R, in multiple regression is the measure of
association between the observed value and the
predicted value of the criterion variable (Tabach-
nick and Fidell 2007). R Square, or R?, in multiple
regression is the square of the measure of asso-
ciation which indicates the percent of overlap
between the predictor variables and the criterion
variable (Tabachnick and Fidell 2007). Adjusted
RZin multiple regression is an estimate of the R?
if you used this model with a new data set
(Tabachnick and Fidell 2007).

Assumptions of Multiple Regression

There should be proper specification of the
model in multiple regression (Tabachnick and
Fidell 2009). This means that only relevant vari-
ables must be included in the multiple regres-
sion model (Tabachnick and Fidell 2009). This
means that in multiple regression the model
should be reliable (Tabachnick and Fidell 2007).

Normality was assumed in multiple regres-
sion. This means that in multiple regression, vari-
ables must have normal distribution. It was as-
sumed in multiple regression that the residuals
(predicted minus observed values) were distrib-
uted normally (that is, follow the normal distri-
bution) (Tabachnick and Fidell 2001). Again, even
though most tests (specifically the F-test) are
quite robust with regard to violations of this as-
sumption, it is always a good idea, before draw-
ing final conclusions, to review the distributions
of the major variables of interest. In this case the
researcher produced the Kolmogorov-Smirnov
(KS) test (use KS test) in order to inspect the
distribution of the residual values (Tabachnick
and Fidell 2007) (Tests of Normality).

Table 1: Tests of normality

Position Tests of normality
Kolmogorov- Shapiro-Wilk
Smirnov@
Stats df  Sig. Stats df Sig.
Middle mgt 0.39 13 0.00 0.63 13 0.00
Senior mgt 0.38 38 0.00 0.68 38 0.00
Operations 0.31 56 0.00 0.77 56 0.00

&L illiefors Significance Correction
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The test for the K-S (see Table 1) test is de-
noted by D and Middle Mgt, D(13)= 0.39, p=0.
000; Senior Mgt D (38)= .40, p=0. 000 and Oper-
ations D(56)= 0.313, p=0.000, were all significant-
ly normal. Although, this is so, Fidell (2007) sug-
gests that it iscommon in large sample size.

Multicollinearity and Matrix Il1-Condition-
ing: Thisis a common problem in many correla-
tion analyses. Imagine that you have two pre-
dictors and then trying to decide which one of
the two measures is the better predictor (Tabach-
nick and Fidell 2007). However, this is exactly
what would be done when performing a multiple
regression analysis, a dependent (YY) variable
(performance of SMEs) and the two (or more)
measures of independent (X) variables. When
there are many variables involved, it is often not
immediately apparent that this problem exists,
and it may only manifest itself after several vari-
ables have already been entered into the regres-
sion equation (Tabachnick and Fidell 2007).

Nevertheless, when this problem occurred it
meant that at least one of the predictor variables
was (practically) completely redundant with other
predictors (Tabachnick and Fidell 2007). There
are many statistical indicators of this type of re-
dundancy (tolerances, semi-partial R, etc.) as well
as some remedies (for example, Ridge regression).
In this case, Tolerance was used to test for mul-
ticollinearity and was satisfied.

Measures to Ensure Trustworthiness

Creswell (2007) defines trustworthiness as
the way in which the inquirer is able to persuade
the audience that the findings are worth paying
attention to and that the research is of a high
quality. Creswell (2007) further states that trust-
worthiness is further divided into credibility —
which corresponds with the positivist concept
of internal validity — dependability — which re-
lates more to reliability — transferability — which
isa form of external validity — and confirmability
—which is largely an issue of presentation, these
were measures to ensure trustworthiness. De Vos
et al. (2005) agree when they assert that the key
criteria for trustworthiness are credibility, appli-
cability, dependability and confirmability. These
criteria was realised in this study in the follow-
ing ways: mechanical recording of data and de-
briefing of the participants via the chief informa-
tion officer (CIO).
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RESULTS
Specific Research Questions

Building on prior research related to: (1) im-
pact of information communication technology
(ICT) and (2) operational risk management (ORM)
in the context of SMEs, the focus of this study
was to investigate the relationship between: (1)
ICT operational risk management (ORM) and (2)
performances of SMEs. To achieve the focus,
the research investigated.
¢+ Assessing the change management require-
ments for building successful in SME.

These were based® on Table 2.

Table 2: Change management requirements and
ICT ORM adoption

A. There is a high failure rate among enterprise
application projects .

B. Enterprise applications are difficult to implement
successfully

C. The success of organizational change can be
determined by how well information system
end users deal with various stages of ICT projects.

D Organizational change can be determined by
how well information systems decision
makers deal with various stages of ICT projects.

Consequently, an ICT operational risk model
for SMEs was discussed and developed. Fol-
lowing the research objectives and the reviewed
literature, the hypotheses that emerged includ-
ed there is a significant relationship between
change management requirements and ICT ORM
adoption in SME.

Statistical Techniques

Simple descriptive and inferential statistical
methods were incorporated into the SPSS pro-
gramme for analysing the data. The variables were
precoded in preparation for entry into the pro-
gramme (Tabachnick and Fidell 2007; Tabachnick
2008).

Despite the fact that the variables were de-
scriptive in nature, they were assigned numeric
codes to facilitate different statistical analysis
(Meyers et al. 2006). Some of the measurement
level (scale of measurement) was nominal and
others ordinal. After the data had been checked,
the codes were entered into the programme and
the process of data cleaning ensured.
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Appropriate statistical procedures were then
performed. Frequency counts and percentages
were applied to the data relating to the demo-
graphic details of the respondents in order to
determine the distribution of gender, age group,
position, department and level of education. A
bivariate analysis between the respondents’ de-
mographic characteristics and the relationship
between: (1) ICT operational risk management
and (2) performances of SMEs was performed.

In order to understand the degree of associ-
ation between the performances of SMEs and
the independent variables, multiple regression,
Repeated-Measures Analysis of Variance! RM-
ANOVA and Repeated-Measures Multivariate
Analysis of Variance - RM-MANOVA were per-
formed (Cody and Smith 2005). Where a signifi-
cant value was observed, either Betas of multi-
ple regression or significant levels of RM-ANO-
VA or RM-MANOVA ascertained these differenc-
es (Tabachnick and Fidell 2007). The outcomes
of these analyses are described in subsequent
sections.

One of the objectives of this study was to
find the factors predicting ICT operational risk
within SMEs. To assess as seen in the question-
naire a construct was used to measure five main
support items. The items were adapted after lit-
erature and research focus.

Demographics of Respondents

The demographics of the respondents in
gender, department, years of service. A total of
107 HR, IT, finance, operations and support staff
participated in the study.

For instance, well over half (62.6%) of the
sample was male. IT personnel constituted
60.7%. Among three main positions, only 12.1%
respondents were middle management. The ma-
jority (52.3%, n=56) constituted operations staff.
The majority of age (36.4%) of participants
ranged from 26 to 30 years (M = 25.5, SD = 7.94),
with 41 to 45 constituting 2.7% of respondents.

The sample as a whole was relatively old in
terms of years of services (More than 5 years,
35.5%, n=38). The least years in service was n=>5
respondents (Less than lyear, 4.7%). Most
(33.6%, n=36) had a Diploma as a level of educa-
tional qualification, noting that 19.6% (n=21)
constituted postgraduate employees.

In line with the principles of multivariate data
analysis (multivariate data analysis assump-
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tions), the researcher conducted a zero-order
correlation between the independent and depen-
dent variables. The correlation provided direc-
tional support for the predicted relationship and
showed that collinearity among the independent
variables was sufficiently low (> or = .6) so as
not to affect the stability of regression analysis
(Tabachnick and Fidell 2007).

Instrument Reliability, Validity and
Multi-collinearity

Several techniques were used to assess (a)
reliability coefficient Fidell (2009) and (b) assess-
ing face and construct validity.

In order to ascertain face validity, an initial
questionnaire was passed through routine edit-
ing after it was given to the panel of experts
(some of whom included academics, practitio-
ners or business managers and colleagues). They
were asked to respond to a questionnaire and
based upon their comments the questionnaire
was reworded to enhance clarity.

In general, validity refers to the degree to
which an instrument truly measures the con-
structs it is intended to measure. There are sev-
eral types of validity measures that include the
face validity and constructs validity. Fidell (2009)
proposed two types of validity: convergent and
discriminating validity. Convergent validity is
measured by average variance extracted for each
construct during the reliability analysis that
should be 0.5 or 50 percent or better.

The results showed that all the constructs
had a considerable validity support. To further
analyse for convergent and discriminating va-
lidity of the principal component method with
varimax rotation was used to assess the vari-
ance explained. In general, results show that both
validities are satisfied.

All factors (within SMEs) are significantly
correlated with ICT adoption. It was also found
that none of the variables are highly inter-corre-
lated, so the problem of multi-collinearity does
not exist thus fulfilling Fidell (2009) criterion that
says that for variables to qualify for multicol-
linearity they should have a coefficient of corre-
lation 0.6 or more.

Prior to the regression analysis, data was
screened for outliers and cases with a standard
deviation greater than two were removed. The
result of a stepwise regression analysis was pre-
sented in section 4.5. The current chapter con-
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firmed the above result of multicollinearity (VIF
and Tolerance).

For further analysis, the effect of multi-col-
linearity was studied by examining the VIF val-
ues for each of the regression coefficients (as-
sumptions of multivariate regression). It was
found that values for all the coefficients were
less than 0.1 (Tolerance) and averages of VIF
were close to 1 and as such multi-collinearity
would not distort the regression analysis (Field
2007). Additionally, the models that is, regres-
sion coefficients) have high and significant F
ratio indicating a good fit of the model and sta-
tistically significant in explaining the adoption
of ICT operation by SMEs. The (beta) (standar-
dised coefficient) indicated the relative impor-
tance of the independent variables in explaining
the adoption of ICT operation by the SMEs.

Research Question

This subsection aims at determining the sig-
nificant relationship between ICT ORM adop-
tion in SMEs. It also sought to interrogate the
issue of challenges posed by ORM solutions in
terms of its predictors as other research ques-
tions. Generally, most respondents (97.2%, n=
104) agree that maintaining an appropriate level
of user involvement at all stages of the systems
development life-cycle is essential, while 2.7%
(n=3) disagree. The majority (86.9%, n=93) agree
that information system design should be man-
aged as planned organisational change, while,
13.1% (n= 14) disagree. The majority (90.6%, n=
97) agree that people, social and technology (so-
cio-technical design) aims for an optimal blend
of achieving both excellent technology and peo-
ple’s work performance, while 9.3% (n= 10) dis-
agree.

Analysis of Hypothesis

Multiple regression analysis was utilised to
determine the percentage contribution of some
of the identified significant predictors of chal-
lenges posed by ORM solutions. The distribu-
tion revealed that only one variable made signif-
icant percentage contribution. This is C# Iden-
tify the challenges posed by ORM solutions

A-Information system design should be
managed as planned organizational change.

(B =0.447, p<0.01). It may thus be inferred
that “‘C’ is the variable prominent in explaining
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the variation in level of ICT ORM and perfor-
mance of SME

The results suggest that the variable con-
tributed approximately 88.4% of the variations in
level of challenges posed by ORM solutions.
The analysis of variance also revealed that the
regression coefficients were real and did not oc-
cur by chance.

It may therefore be inferred that relatively, C
actively impacts on challenges posed by ORM
solutions.

By implication there seems to be enough ev-
idence to suggest that challenges posed by ORM
solutions control would become more effective
if efforts were targeted towards C. Thus, the
fourth hypothesis was accepted.

DISCUSSION

Organisational Factors Related to Change
Management Requirements and ICT Risk

Change management is an important factor
in determining ICT operations in SMEs. Thiswas
particularly true as most of the respondents to-
gether with the beta value showed significant
relationships and percentage contribution. The
findings do not only provide empirical support
to the previous findings of Froot and Stein (1998),
but also support the argument for the influence
of change management on ICT operational in
SMEs adoption. Additionally, the results of this
study are in line with Gattiker and Goodhue (2004)
because more SMEs are adopting ICT operation
and hence change management could be a sig-
nificant viable factor in the early stage.

Chaos Systemand ICT Operational Risk

As in the case of Lorenz’s (1969) works a
complex system such as in SMEs reacts to dif-
ferent variables at the outset. The results thus
suggest that SMEs are sensitive to initial condi-
tions. This is particularly true in ICT operational
risk (Lorenz 1969). Even starting with the same
or slightly different variables in a model will re-
sult in significantly different outcomes if the sys-
tem is complex; thus no same context in Chaos
Theorytermsis time irreversibility.

Time Irreversibility- In a complex system
such as SMEs, there is never the same context
twice. Thus, a college, business (SMEs), or team
with essentially identical personnel and similar
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characteristics will never perform exactly the same
as another (or itself), if the ICT operation factors
are instituted (Theitart and Forgues 1995). As
applied to management, a strategy or decisions
will never be made twice within the same con-
text.

The appeal of Chaos Theory is the view that
organisations such as SMEs are complex adap-
tive systems that have behaviours similar to those
found in nature that is different stages of stabil-
ity and chaos. Rather than control an organisa-
tion, amanager is prompted to take advantage of
its complexity. Theorists in management and so-
cial organisation now believe that organisations
are also non-linear dynamic systems, having the
same characteristics as natural phenomena (Con-
ner and Coviello 2004).

An organisation is often seen as a complex
adaptive system comprised of formal and shad-
ow systems, and in this way the analogy is made
between chaos in natural systems and social or-
ganisation. Similarly, the long-term behaviour of
the organisation is ICT operations. As discussed
McBride (2005) addresses this issue by stating
that managers learn how to manage the ICT fail-
ures that are on the edge of chaos. McBride
(2005) ends with optimism, believing that al-
though long term outcomes are impossible for
ICT operation in SMEs, dealing effectively with
change and challenge on a daily basis will ulti-
mately result in success. Chaos Theory is often
used as a way to conceptualise management the-
ory and other social systems. Therefore, the effi-
cient manager will plan for and expect constant
change in the environment. His or her goals be-
come not a set of results but a series of contin-
gency scenarios to which he or she can react in
the short term at some later date in the future.

The foregoing sections articulated funda-
mental changes in decision making and process-
es associated with the present formulation and
operation of SMEs. The evidence suggests that
the primary impact is in terms of (2) assessing
change management requirements and ICT op-
eration.

ICT ORM Change Management Model for SMEs

The same principle applies to SMEs, thus,
tiny changes in one of the variables studied can,
on occasions, lead to major changes as a whole
in SMEs.
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The empirical evidence presented indicates
that a significant proportion of aforementioned
variables impacts on the performance of SME.
Therefore, the premise of the model in the cur-
rent study is that there is potentially far greater
strategic impact in terms of the ICT operation
and SME performance. The evidence was sup-
portive of the strategic recognition or develop-
ment by the respondents towards the wider im-
plications of ICTs operational risk.

This is contrary to the evidence reported in
relation to the larger organizations who have for
a longer period engaged in the wider implica-
tions of ICT operation.

The evidence also available for the smaller
organisation would indicate that SMEs may be
advanced in their strategic thinking about the
potential use of the ICT operations, though in
most cases, this is primarily focused on the mar-
keting communications and sales strategies rath-
er than say procurement or other business-to
business relationships.

The data suggests that there is indeed rea-
son to the pattern and structures of relationships
within the ICT operation in SME. Additionally,
there is evidence that the pace of adoption of
ICTs and the associated competitive pressures
are increasing rapidly evidence available for the
SME sector suggests a pace of change and com-
petitive pressures, though most small business-
es are still at a much earlier stage of ICT adop-
tion and development (Lam 2006).

Though SMEs are at an earlier adopter stage,
the evidence from larger organisations taken into
consideration with the rapid pace of technology
development suggests that SME managers must
engage with the concept of the ICT operations
model.

This suggests that there will be a need for
SME managers to manage a multitude of rela-
tionships. Thus, internal processes and proce-
dures, such as production time, order process-
ing, delivery methods, etc., will have to be geared
to achieve the different expectations driven by
the change management requirements and ICT
risk. Ignoring the challenges and opportunities
presented by the ICT operational model could
lead to the failure of some SMEs.

For example, geographical location may no
longer guarantee preferred supplier status; there
could be competition from a greater number of
businesses, both domestic and international, and
custom-built orders may increasingly become
the norm.
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Chaos Theory: AGuide to Manage SMEs

Chaos Theory extends to both analysis and
intervention to the way in which managers un-
derstand SMEs. Most managers assume that,
given enough information, they can anticipate
what is going to happen in a particular situation,
and thus can determine how best to act so as to
promote, defer, deflect, or divert it, as may be
desired.

Chaos Theory suggests that, on the contrary,
some systems are inherently risky as in SMEs
and can never be fully understood, no matter
how much effort or expense is devoted to trying
(McBride 2005). Probable suggestions that fol-
low is that, gathering more information or con-
structing more elaborate models about chaotic
systems can become pointless. In fact, ‘research’
can even be counter-productive if it creates a
false sense of security about planning and what
it can do (McBride 2005). Moreover, in such cas-
es, planning strategies that depend on foresight
are inappropriate and sometimes misleading. In-
stead, managers must get used to working not
with one or two forecasts of the future, but rath-
er with an ‘ensemble of forecasts’ (Pflug 2006).

Requirements of Chaos Theory in the
Management of SMEs

Managers seek understanding not as an end
in itself but as a means to an end as a basis for

making informed judgments about the effects of
intervention. Rather than looking for even more
detailed information on more accurate models of
their systems, managers should look instead for
(1) patterns of system behaviour and (2) points
to which systems seem to return (which mathe-
maticians call “attractors’), even if notin any ICT
operation (see Fig. 3).

Chaos reinforces the need for what authors
called intelligent scanning (Thiétart and Forgues
1995). The fundamental implication that can be
drawn from Chaos Theory is that managers must
learn to rethink some of the deep-rooted beliefs
in the virtues of order of chaos and disorder. In
other words, managers must learn to accept the
possibility that a chaotic operation, for instance,
may be preferable to and “healthier’ than an or-
derly one. It may even be that managers need
chaos in order to survive-that chaos is an essen-
tial part of ICT operation in SMEs.

Finally, and perhaps most important of all for
managers, is the fact that chaotic systems for
ICT operation should be seen only as (4) an in-
cremental or local basis (Thiétart and Forgues
1995). On a global or comprehensive basis, oper-
ation of ICT in chaotic systems will normally re-
sult in cumulative effects of various kinds of feed-
back. But, on an incremental or local basis, the
effects of feedback from one time period into the
next are often perfectly clear. This should be the
dominant argument for planning strategies that
are incremental rather than comprehensive in

Patterns of

system
behaviour

viewed as a
succession of
judicious
“push” rather
than as a step-
by-step recipe

intelligent

scanning

Chaos Theory
in the Manage-
ment of SMEs

points to which

systems seem to
return

an incremental or
local basis

Fig. 3. Requirements of Chaos Theory in management of SMEs
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scope, and that rely on a capacity for adaptation
rather than on blueprints of results.

Related to this is the fact that, for chaotic
systems, the shortest distance between two
points is not always a straight line (Tsoukas
1998). In other words, even when managers are
satisfied that a particular goal is desirable, the
best way of getting there may not always be the
most direct one. Instead, it may be easier to plan
for a chaotic system by deliberately ‘over-shoot-
ing, or ‘under-shooting’ the goal, or even by a
sequence of such steps, than by going straight
towards it.

Planning for chaotic systems may be more
successful when (5) it is viewed as a succession
of judicious ‘push’ rather than as a step-by-step
recipe. For in chaotic systems, relatively small
changes in inputs can have a dramatic effect on
system behaviour. This was consistent with the
result. The findings in chapter four also revealed
that significant differences were accounted for
from particularly variables.

The implication suggests that the parts of a
system communicate with one another. The sys-
tem has an environment with which at least one
of its parts communicates, thus the system is
always changing. This is a beneficial reminder
that, in managing, the details can be just as im-
portant as the broad strokes. For these reasons,
Chaos Theory promises a revolution in manag-
ing at least as profound as that entailed in the
current trend towards an information society
(Tsoukas 1998). As Lorenz (1969) noted, the view
that order emerges from an underlying formless
chaos and that this order is recognised only by
periodic patterns was the predominant view in
dynamics system.

The results answered the two questions
posed. The model, which included four sub vari-
ables® explained 55.2 percent of the variance of
ORM adoption within SMEs. Of the four sub
variables, extensive organisational change that
is often resisted by members of the organization
made the largest unique contribution (*A’) (p =
0.291, p < 0.05); although the rest made some
contribution, they did not reach statistical sig-
nificancein terms of contributions (p > .05). It
may therefore be inferred that relatively, A ac-
tively impacts on change management require-
mentsand ICT Risk.

CONCLUSION

The study was based upon a survey design
to collect the primary data from 107 respondents

ANASS BAYAGA

in an SME, based upon simple random sampling
plan. A one stage normative model associative
in nature was developed based upon reviewing
the previous researches and further in line with
the research objectives; the model elicited five
factors. Based upon the multiple regression anal-
ysis of the data, the findings indicated that fac-
tors such as change management requirements
affecting ICT adoption within SMEs were signif-
icant determinants of ICT operational risk in
SMEs.

The findings supported similar other studies
and increased the generalisability of the previ-
ous researches.

All four operational risk variables of SMEs
of the current study had evidence to support the
notion that there was a relationship between IT
operational risk management (ITRM) and SMEs
performances.

The empirical evidence presented indicated
that a significant proportion of variables impact-
ed the performance of SME. Therefore, the
premise of the model in the current study is that
there is strategic impact in terms of the ICT oper-
ation and SME performance. The evidence was
supportive of the strategic recognition or devel-
opment by the respondents towards the wider
implications of ICT operation.

RECOMMENDATIONS

The recommendations are divided into two:
For practice of ICT operation in SMEs, and fur-
ther research on ICT within SMEs.

For Practice of ICT Operations in SMEs

Chaos Theory suggested that some systems
areinherentlyrisky asin SMEs and can never be
fully understood, no matter how much effort or
expense is devoted to trying. The suggestion is
that gathering more information or constructing
more elaborate models about chaos systems can
become pointless. Instead, managers must get
used to working, not with one or two forecasts
of the future, but rather with an ensemble of fore-
casts. Hence, it is recommended that tiny chang-
es in one of the variables studied can, on occa-
sions, lead to major changes as a whole in SMEs.

However, key barriers to the pace and suc-
cess of adopting ICT operation was identified as
insufficient or improper user participation in the
systems for which managers need to take notice.
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Thus ICT operations managers of SMEs
should look instead for; change management
requirements affecting ICT adoption within
SMEs to leverage the institution’s performance.

For Further Research

However, further research is needed to mon-
itor these changes more closely to measure the
changing strategies and the associated issues
of insufficient or improper user participation in
the systems development process, lack of man-
agement support, high levels of complexity and
risk in the systems development process and
poor management of the implementation pro-
cess, which have been identified as potential
barriers to the effective adoption and implemen-
tation of ICT operations.

Additionally, further researches are needed
to prove the hypotheses established in SMEs
other than financial related. Hence, several con-
tributions can be achieved especially to the var-
ious stakeholders of SMEs, namely the regula-
tor, shareholders, management team, depositors
and the general public.

Though SMEs are at an earlier adopter stage,
the evidence from the current study taken into
consideration with the rapid pace of technolo-
gy development, suggests that SME managers
must engage with the concept of the ICT oper-
ation model. By recognising the opportunities
presented by such an ICT operation model, there
is potential for SMEs to increase their customer
base and engage in both local and international
markets. The study has a practical significance
as it provides help to the management of SMEs
concerning factors contributing towards ICT,
the event that they may wish to capitalise on
ICT operation adoption.

NOTES

1. N>50 + 8m(m=5 number of independent vari-
ables)=90: Note that it was anticipated that more
cases were used to cater for any possible skewness
for dependent variable such that the distribution
of data satisfies the assumptions of multiple re-
gression related to sample size.

For details see Tabachnick and Fidel (2007).

>wn

There is a high failure rate among enterprise ap-
plication projects because they require extensive
organizational change that is often resisted by
members of the organization.

B. Enterprise applications are difficult to implement
successfully because they usually require far-reach-
ing changes to business processes.

C. The success of organizational change can be de-
termined by how well information system end us-
ers deal with various stages in the implementation
of ICT projects.

D. The success of organizational change can be de-
termined by how well information systems deci-
sion makers deal with various stages in the imple-
mentation of ICT projects.
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