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ABSTRACT The innovation of the information and communication technology which has produced the Internet
to connect the whole world as a global village has been seen as a vital aspect of our daily lives. Many organizations
are now using the Internet with computer network for various activities and without doubt insurance sectors have
also benefited tremendously from various Internet advantages and also with several benefits derived from using the
cyber space to manage the online platform (website). Various studies have shown that the gravity of online attack
is very costly if security attention is not given to the cyber space immediately. This research work will analyze
various benefits of cyber security and the risks involved if security of the online platform is neglected. A research
instrument (questionnaire) was distributed among the sixty-two (62) registered Nigeria insurance companies
seeking their opinions on six (6) benefits of the cyber-security, after which a regression analysis was performed to
justify their responses using a statistical software package.

INTRODUCTION

The introduction of the information technol-
ogy without any doubt has made the Internet a
major component of the modern economy. The
development of the Internet and communication
systems started with the new era of cyber move-
ment that has fundamentally changed the way
of work of the governmental and non-govern-
mental organizations. People, governments, and
most of the firms rely on Internet for their busi-
ness and this reliance has caused the developed
nations more risks through cyber threats (Li  et
al. 2017). Lots of advantages like connectivity
to different online applications that are so stra-
tegic to many companies, individual users, and
governments sectors with others services of-
fered through the Internet including the network
infrastructure with online users are all subjected
to various Internet threats, which include hack-
ing, service denial attacks, various kinds of in-
trusions, eaves-dropping, spams, worms and vi-
ruses (Shafqat and Masood 2016). In other
words, to reduce or protect completely from
these threats proactive measures like implement-
ing defense mechanism such as, integration of
anti-spam software, intrusion-detection systems

and firewalls on the networks or even on the
web platform of each organization is very nec-
essary (Dean 2013). Due to this development, it
is advised to various entities (enterprises, indi-
viduals and operators) that they should use the
Internet services to provide a protection mech-
anism on their online intellectual property like
the website and other online infrastructures in-
cluding various services rendered or delivered
through their online platform against the threats
of cyber-attack (Kasemsap 2017). Therefore,
there are risks associated with online platform
which must be avoided, there must be accep-
tance of the threat with the loss that occurs,
self-protection and risk mitigation and finally
transfer of the threat to another party. There-
fore, various entities have so far considered
those risks which have resulted in the develop-
ment and deployment of massive collections of
different applications to detect the threats with
the anomalies, and also protect the online infra-
structure and the users from the destruction of
those anomalies (Baldwin 2017). Security threats
are very real and risk factors are higher ever than
today in information centric and interconnected
world (Patrick and Fields 2017).
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Literature Review

Information and Communication Technolo-
gies (ICTs) have become an essential part of our
daily lives. Boes and Leukfeldt (2017) have re-
ported that Internet which is a major product of
the ICT has been identified with lots of advan-
tages from the users while the main challenge of
this great innovation is still the issue of security
which is affecting almost all the Internet users,
including various sectors in the world at differ-
ent levels. Brenda (2014) also reported that the
evidence of this was predicted in a study which
clearly shows that the world population of the
Internet users will be seventy percent in the year
2015 which means according to this study that
70 percent of the users using the Internet will be
facing challenges of Internet securities in the
affirmation year. That is why security is now
seen as an important measure in every area of
our endeavors. Due to the advent of Internet,
cyber security has become a solution or counter-
attack mechanism to fight several activities
happening in the cyberspace these days. Simi-
larly, also reported by Ögütçü et al. (2016), cyber
threats continuously increase with the adven-
tures of technologies and the legal boundaries
related to the privacy of personal information
and its use by the corporations are not clear and
are often subject to legal interpretation. The only
major problem faced by the computer users and
many establishments is the issue of security.
Meanwhile, security history has allowed for ar-
rival of security technology. Internet structure
allows for several cyber threats to happen on
different online platforms but understanding the
attack method and taking the appropriate secu-
rity measures can reduce damage caused by the
online attack into a zero level (Rajra and Deepa
2015). Protection of a cyber-threat in managing
sensitive information on the cyberspace must
be an ultimate priority of all sectors. Many orga-
nizations that understand this, secure their busi-
nesses from Internet hackers through the means
of encryption mechanisms and network firewalls.
This is because damages implication of the cy-
ber-attacks are so costly. Studies have clearly
shown that the resolve time of cyber-attack is
not less than 32 days with a total average cost
of affected companies being over $1 million dur-
ing the period of the 32 days (Pawlak and Wen-
dling 2013) due to these costly damages of the
cyber-attack as proved in a study through a sur-

vey on a cybercrime of United States companies
in year 2013.

Damages of cyberspace of an organization
resulting due to cyber-attack can be grouped
into several forms, showing the extent to which
cyber threat deserves to be prevented at a greater
consideration than focusing on data disruption
(Cap 2017). Where a cyber-attack affected an
organization that depends solely on Internet for
their financial activities, the violence may be felt
as greatly as attacking the organization itself
(Olson and Wu 2015). Cyber-attacks are currently
becoming great threats that are becoming dan-
gerous on the Internet and causing lots of dev-
astation to various organizations, regardless of
the size of the sector. Government of United King-
dom’s Annual Rupture Report indicates that 81
percent of the large organizations and 60 per-
cent of small organizations suffered a security
rupture in 2014 as reported by Olson and Wu
(2015). Information security has been given high
attention due to the rapid development and wide-
spread use of computers and communication
networks which are not only applied to the mili-
tary and diplomatic fields but have affected ev-
ery aspect of people’s lives (Walters 2014). In
general, creating and evaluation of different pro-
tocols like data confidentiality, integrity, authen-
tication, and non-repudiation that can over-
whelm the influence of the cyber enemies which
are associated with information security should
be given proper attention (Agrawal et al. 2014).
Personal and security sensitive information loss-
es resulting from cybercrime, include online iden-
tity theft or usurpation financial fraud, stalking
and blackmail (Al-Daraiseh et al. 2014; Reyns
and Henson 2015).

Problems Statement

The introduction of the online security mech-
anism as a defense tactic to fight against cyber-
attacks facing many organizations including in-
surance sector of this great nation has been seen
as a significant innovation. This study weighs
some of the advantages of cyber security over
the disadvantages as mentioned by some of the
organizations and through proper analysis it was
proved that the benefits like protection of com-
puters from being hacked, provision of privacy
to the Internet, reduction in the grate of comput-
er freeing and crash, protection of data against
cyber theft, protection from spyware and com-
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munication encryption over the following dis-
advantages like high cost of cyber security inte-
gration, difficulty in configuring some security
appliances like firewall, updating problems of
some security software and lastly some compa-
ny said security software affect the performance
of their computer system. Meanwhile, most of
the previous researchers in this context have
also confirmed lots of benefits of cyber-security
on the online platform that overweighs its dis-
advantage because the implication of the dam-
ages is so costly.

Purpose of the Study

Aim of the study is to analyze cyber security
benefits for the protection of cyber space of Ni-
geria insurance companies through a survey.

Research Objectives

1. To determine truly if cyber security protect
the computer system from the hackers

2. To determine if cyber security provides pri-
vacy to Internet users

3. To  determine if cyber security reduce  com-
puter from been  freeing and crash

4.  To determine if cyber security protect data
against cyber theft

5. To determine if cyber security protect the
system from spyware and other unwanted
programs

6. To determine  if cyber security provide com-
munication encryption

Research Questions

This research seeks to answer following
questions using cyber security benefits

1. Can cyber security protecting computer
system from being hacked?

2. Can cyber security provides privacy to In-
ternet users?

3. Can cyber security reduce computer sys-
tem from been freeing and crash?

4. Can cyber security protect information data
against cyber theft?

5. Can cyber security protect computer system
from spyware and other unwanted programs?

6. Is it really true that cyber security provide
communication encryption?

METHODOLOGY

The research work was conducted in a regis-
tered insurance company in Nigeria. Qualitative
approach was used through survey question-
naires which were administered to a sample of 62
companies using sampling technique. Returned
questionnaires were 58 which show response rate
of 93.5 percent. A data representation was done
using bar chart with regression analysis, qualita-
tively done using independent and dependent
variable through the SPSS software

Research Design

The technique of this research work is prov-
ing the usefulness of cyber security on the cy-
berspace for insurance sectors using a well-
structured questionnaire as an instrument for
the collection of data. The population of the
study consisted of 58 registered insurance com-
panies in Nigeria who are aware or not on the
advantages of security of the cyberspace. Ap-
proach used for the data collection was a ques-
tionnaire which served as an instrument in seek-
ing opinion of the insurance company based on
their awareness level on cyber security bene-
fits. The data analysis was done based on 58
valid questionnaires that was returned and ad-
ministered for the survey. A graphical represen-
tation was done using regression analysis
through the SPSS software to prove various
benefit of cyber-security based on each compa-
ny perception.

RESULTS

Research Hypothesis

There is no level of significance between
cyber security for insurance company and its
benefit derived (Table 1).

  The multiple regression of the cyber secu-
rity for insurance company indicated that regres-
sion coefficient (R squared) is .96 percent. This
shows that 96 percent of the variation in cyber
security for insurance company is accounted
for by the benefit it’s derived.

 In Table 2, the regression test carried out
shows that all the benefits derived can signifi-
cantly influence cyber security for insurance
company. This is because the calculated F-val-
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ue 2.5416 is greater than the table F-value 3.00.
Therefore null hypothesis was rejected and it
could be stated that significant relationship
among cyber security for insurance company
and the benefits it’s derived

 Table 3, shows that the coefficient of contri-
bution of cyber security protects computer from
being hacked is -.089, cyber security provides
privacy to the Internet user contribution is -.135,
cyber security reduces computer freezing and
crash contributions is -1.124, protection of data
from cyber security thefts contribution is 1.350,
Protection of system against spyware and other
unwanted program contribution is -.028 and com-
munication encryption contribution is -.064. This
indicates that protection of data from cyber thefts
contributes more of cyber security to the insur-
ance company than other benefits derived.

DISCUSSION

The outcome of the study through cyber-
security benefits has clearly shown high level

of significance based on respondents’ respons-
es in integrating cyber security on their online
platforms of all the insurance company in the
country. The result of the analysis performed
from this study on benefits of cyber-security
has shown and proved high level of usefulness
of cyber security. It also showed through the
ANOVA test that the calculated value for F val-
ue 2.5416 is greater than the F value 3.00 which
makes the hypothesis null rejected which sig-
nificantly influences cyber security for insur-
ance companies. The finding is in the line as
reported by Boes and Leukfeldt (2017) that In-
ternet which is a major product of the informa-
tion communication technology has a lot of
advantages and disadvantages for the users
while the main challenges of this great innova-
tion are still the issues of security which are
affecting the Internet users, including various
sectors in the world at different levels of busi-
ness. Another study (Brenda 2014) also report-
ed that 70 percent of Internet users will be in-
creasingly affirmative in years to come and face
security challenge as well.

CONCLUSION

Based on this point and the response atti-
tude of insurance companies toward cyber-se-
curity benefits on the cyber space, it can now be
concluded that if more or better awareness is

Table 1: Relationship of cyber security for insurance company and its benefit derived

Model Summary

Model R R square Adjusted R square Std. error of the estimate

.984a .968 .964 .10538

Table 2: ANOVA

Model  Sum of df  Mean  Fc Ft.
 squares  square

Regression 17.219 6 2.870 2.5416 3.00
Residual .577 52 .011
Total 17.797 58

Table 3: Coefficientsa

Model             Unstandardized               Standardized     T Sig.
              coefficients coefficients

B Std. error Beta

(Constant) 4.231 .451 9.379 .000
Cyber security protects computer -.089 .009 -.317 -10.354 .000

from being hacked
Cyber security provides privacy to -.135 .020 -.312 -6.839 .000

the Internet user
Cyber security reduce computer -1.124 .138 -.910 -8.149 .000

freezing and crash
Protection of data from cyber thefts 1.350 .069 2.175 19.508 .000
Protection of system against spyware and -.028 .005 -.165 -6.015 .000

other unwanted program
Communication encryption -.064 .010 -.180 -6.368 .000
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given to the insurance sectors, the acceptance
of security integration will be greatly accepted
and this will make Nigeria insurance sector meet
up with their counterpart in the global world.

RECOMMENDATIONS

At this point the researchers’ recommenda-
tions on this research work to all insurances
companies and other IT firm is that they should
all embark on a risk management and also pro-
vide adequate measures in tackling the prob-
lems of cyber-attacks instead of waiting for the
damages to occur and now acting on it because
is better to prevent from been affected than cure.
The researchers’ recommendations can still be
further given using security model which is to
prepare, protect, detect and improve. If this model
can be followed adequately by insurance sec-
tors and others organizations using the Internet
for transaction at the level of attack by the cyber
attackers will be prevented completely. Constant
training on the use of ICT, Cyber-Security, and
Security attack needs to be given more atten-
tion by all organization and better awareness on
cyber security by the government on the risk
management to all sectors.
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